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[loKynaTennm cYMTaWT, TeXHO S aeT

4YTO UX BBOAAT B 3abnyxaeHue

A Ha cauTe obewanu ppyroe 3aTo nopuua 6onblas




Y BCcex CBOUM MeTOAUKM TeXHOfeeT

1 Throughput measured with 1500B User
4-» Datagram Protocol (UDP) traffic
measured under ideal test conditions

Cisco

Cisco Firepower 4100 Series Data Sheet - Cisco

* Firewall throughput is measured with
Palo Alto App-ID and logging enabled, utilizing

64 KB HTTP/appmix transactions

downloadResource (paloaltonetworks.com)

Check Point

@ RFC 3511, 2544, 2647, 1242 (Lab),

Firewall 1518B UDP (Gbps)

Check Point 26000 Security Gateway Datasheet 4



https://www.checkpoint.com/downloads/products/26000-security-gateway-datasheet.pdf
https://www.paloaltonetworks.com/apps/pan/public/downloadResource?pagePath=/content/pan/en_US/resources/datasheets/pa-5400-series
https://www.cisco.com/c/en/us/products/collateral/security/firepower-4100-series/datasheet-c78-742474.html

YTOo Takoe «ugeanbHble YCNOBUA» 'O epecr

MponsBoanTeNbHOCTb TeM Bbllle,
4yem Jsierdye 3a[dua

o UDP npowe, 4em TCP: HYXHO OTC/ieXuMBaTb cf}ﬁﬁ? o MakcumanbHOe KOJIMYeCTBO COeAUHEHWUN:
MEHbWe COCTOAHUN {:} o
(:) ézj—b}) *  OTKpbITb MHOIO COeAMHEHWUN
o Cambii 60nblOW BO3MOXHbI pa3mep nakeTa ° nepepaBaTb MaJio UiM COBCeEM
(06bl4HO Jumbo frames): He nepefaBaTb AaHHbIX
°  MeHblle COeAUHEeHWN ANA nepenayqu *  He 3aKkpbiBaiiTe coeanHeHMA
TOro xe obbema [AaHHbIX
°  MeHblle 3aroJiIoBKOB MaKkeToB o MakcumanbHoe KO/M4eCcTBO HOBbIX
ana pasbopa CoOegMHEeHUn B CeKyHAay:

°  WUCNONb3YyWTEe MHOI0 OYeHb
ManeHbKUX COeOUHEeHUMn

° nepenaBatb Mazo WM CcoBCeM
He nepepfaBaTb AaHHbIX

° BBKpHBaﬁTe coegunHeHUA
KaK MOXHO 6HCTpee



Tex H infotecs

[loueMy HUKTO He TecTupyeT *PecT

BCe BapWaHTHI

C/MIIKOM AONTO U JOpOro - (?fb °
3a 3To 6yAyT naaTuUTb oML
nokynaTtenu

D e
® -

)

Ecnn B npopgykTe 26 ¢yHKUMIH, TO
OUeHKa BJIMAHMA KaxAon Ha
nponu3BOAUTE/IbHOCTb MPUBOAUT K 67 MIH
YHUKaNbHbIX TecToB

(c) Cisco

HyXHO 6bITb 3KCNepToM, 4YTOObI
MOHUMATb pe3ynbTaTbl BCEX ITUX
TecToB

NMokynaTes HYXHO U3y4YnTb BCe
pe3ynbTaTbl U CObpaTb U3 HUX
KOMOMHALMK CBOUX, YTOObI MOTOM ee
NpoTecTUpoBaTb M MOHATb 4YTO bypeT
y nokynaTtensa
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[louemy BaxeH
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UDP cambii MpPOCTOU TecCT

Palo Alto Networks
PA-5220 PAN-0S 8.1.6-h2
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UDP cambii MpPOCTOU TecCT
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Check Point Software
Technologies 6500
Security Gateway R80.20




Pa3Hble NpuUioXeHUAa -
pa3HaA CKOpPOCTb

These tests measured the performance of the device with single application flows. For details about single

www.nsslabs.com.
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Pa3Hble NpuUioXeHUAa -

pa3Hafd CKOpPOCTb
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Mpodunb Tpaduka BAUAET TEXH@)iec

*QecT
Ha NMpou3BOAUTE/IbHOCTb
ApaMaTU4yeCKu
Changing the traffic profile from HTTP to an Enterprise Mix and running it through
the IPS engine: HTTP Enterprise
Mix
IPS Throughput ' (HTTP / Enterprise Mix) 82 / 32 Gbps

IPS (Enterprise Mix)l Application Control, NGFW and Threat Protection are measured withjLogging enabled.

- HTTP 44%, Bittorrent 22%, IMAP v4 16%,
FTP 9%, SMTP 9%

This is Cisco’s generic Multiprotocol test and is
very similar to all the Internet multiprotocol
standards.

12
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Naxe HTTP y Bcex pa3HbiM *DecT

HTTP - xopowuit 6a30Bbii ypoBeHb anAa tectoB “real world”

Cisco

Palo Alto
Networks

Check Point

1024B HTTP Test (256KB Object)

l! his number is to compare with other vendors at a 256KB object size.llt uses a larger and commonly tested packet
size for every simulated session. Wi e protocol overhead, the average frame size is around 1024 bytes. This

represents typical production conditions for most firewall deployments.

Note: Results were measured on PAN-0S11.0.
* Firewall throughput is measured with App-1D and logging enabled, utilizingj64 KB HTTP fappmix transactions.

Enterprise Test Preferred Testing Conditions

Typical blend of HTTP, SMTP, HTTPS, DNS, FTP
Protocols and other protocols derived from research HTTP only
conducted over hundreds of customer environments
Content Types Realistic blend Page loads only

13
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CpaBHuUTEeNbHOE b
TeCTUpoBaHUue
no metoauke WUHPoTeKC



Tex H infotecs

Kak Mbl TecTupyem *QecT

)

>
&

MeToamkn UHPoTeKC oCHOBaHbl Ha MNYOJMYHbIX

RFC-2544, RFC 9411
(Benchmarking Methodology for Network
Security Device Performance)

MeTtogukum NSS Labs - NextGeneration Firewall
(NGFW)
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YeM Mbl TecTUpyeMm TeXHepecr

EE:Z% Cuctema TecTuUpoBaHMA {:} PeweHne PerfectStorm ONE komnaHuw

[ Nponu3BOAUTENIbHOCTH, & Ixia npeacTaBnAeT cobod KOMNAKTHbIA
PyHKLMOHaANa M COBMECTUMOCTH —" nporpammHo-annapaTHbii komnnaekc (MAK),
ceTen U ceTeBbiX MPUSTIOKEHUN. npeAHa3Ha4YeHHbIn ANA TeCTUpOBaHUA
KomnakTHoe 2-cnoToBoe wWwaccu cucTem ceTeBOil 6e30MacHOCTU U ApYyrux
Ixia XM2 ceTeBblX CPeACTB peasMCTUYHLIM TpaduKoMm

aTak, MNPUIOXEHUN U CepBUCOB Ha
ypoBHAX 4-7 mogenu OSI

16



TecThl MO MeTOAUKaM " XHCpecr

U peasbHOCTb

CamMmafa XecTkKaf MeToAuka >
PeasibHbiu 3aKa34UK

no RFC 9411
Czil Kon-Bo npaBun é% Kon-Bo npasun B 2022
& makcumym 562 2“1l romy 6bl10 OKOMO 5 TbiCAM,

a B 2023 rogy cTano
10 461

17



NMpodpunb Tpaduka TEXHQgee

Mo meTtoauke NSS Labs PeanbHbIl 3aKa3yuk
DN Y O T
FB Amazon S3 7,73 FE citrix
_ AOL Instant Messenger 1,16 _ DNS 0,3
_ BitTorrent 10,82 _ Dropbox Sync-Get 7,2
_ Facebook 5,8 _ HTTP Text_1 5,8
[ Na 5 I HTTP VE 8,7
N Gmail 9,66 I HTTPS Dropbox 19
A Gtalk 4,64 MAX Bandwidth HTTP_ 4,4
ER HTTP 18,69 ER roP 0,4
_ Simulated HTTPS 9,66 - SMB Client File Download 43,9
SMTP 1,93 SNMP_1 4,5
SSH 0,29
Oracle DB 0,28
Twitter 3,09
Yahoo Mail 9,66
YouTube 11,59

18



XypHanupoBaHue TEXHQ g

Camafa XecTKafA MeToAuKa >
Pea/ZibHbiu 3aKa34uUK

no RFC 9411

;}F Logging and reporting =5 J[lONXHO OblTb BKAKYEHO
MUST be enabled M. XYpHanupoBaHUe BCEro

19



TEXH@ et
.(DECT

TecTnpoBaHue
B UAeaJibHbIX YCJZIOBUAX



JlaHHble C CcaMuTa TEXH@g e

M MpousBogutenb A MpousBoautenb b

Firewall, 1518 byte UDP

(Mbps) no 45 000 Jlo 30 000
Firewall Throughput

(Packets Per Second) 4 6060 000

Firewall, TCP Multistream 30 000 10 000

(Mbps)

21



JlaHHble C CcaMuTa TEXHQ g

M MpousBoauteno A MpousBoguTenb b

AppControl (Firewall+DPI) - 800 32 000
(Mbps )

NGFW Througput (Mbps) 1 531 3 900
Connections per Second 85 000 127 000

Concurrent Connections 9 900 000 16 000 000

22



Ka3anocb 6bl, nobeautenb TeXHO S eeT

U3BecTeH Ao cTapTa
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TecT «MpeanbHble yCNOBUA» TeXHepecT

_ lMpousBoagutenb A NMpousBoautenb b

M3, 1518 6ant UDP 45 Téunt/cek 38,2 I'ouTt/cek
M3 (nakeToB/cek) 4 MNH 4,4 MNH
CoennHeHuy 85 000 259 000

B CeKyHAay

M3, TCP 30 Ieut/cek 34,5 ouTt/cek

24
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TecTnpoBaHue "oecT
no metoauke
NSS LABS



Tpaduk NSS Labs EMIX TeXHepeer

MponssoauTenb A MponssoauTenb b

1 npaBuno 7,2 Téut/cek 3,3 Iéunt/cek

101 npaBuno 6,6 Fout/cex 3,1 Ieut/cek

1001 npaBwuno 5,5 Féut/cek TecT He npouaeH

26
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TecTnpoBaHue
Nno MeToAMKe 3aKa34yuKa



YcnoBua 3aKa34yuka TeXHO S eeT

NMpousBoauteno A NMpousBoauTtenob b
1 npaBuno 700 MbuT/cek 600 MouT/Ccek
1001 npasuno 600 MouT/Ccek 500 MébuT/cek

11001 npaswuno 200 MbuT/cek TecT He npoupgeH

28



Mobeautena onpeaenseT GUHWL TEXHQmer

29
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[laHHble Ha caWTax BepHbie! TeXHOSaer

Ho nmony4deHbl MO pa3HbIM MEeTOAUKAM

PeayneTathl nonyyeHofHa ocHOBaHWKM MeToauKKn AOQ «MHpoTeKC»)PeaynbTathl nonydyeHbl AnA penuaa 5.6.0.»

CkopocTe Nepegady gaHHbIX HEMEPEH{I’IG coDCTREHHOW METOOMKE | KOTOPAR MOXET OkITe NPefoCTaBNEHA NO 3anNpocy.

TpebyiTe npeaoCcTaBUTb MeTOAUKU
U3MepeHUi.. eCIn eCTb FOTOBHOCTb
B HUX pa3bupatbca, nnbo..

31



BANANA VS APPLE itocs

100 GRAMS

® PROTEIN: 1.2GM
e CARBS : 27.2GM
e FAT:0.3GM

e CALORIE: 116

CpaBHMBATb HYXHO
B paBHbIX YC/JIOBUAX

100 GRAMS

e PROTEIN : 0.2GM

* FIBER : 3.2GM

e WATER : 86%

e CALORIE : 59 32



Kak cpaBHUTb
Nnpon3BoAUTEJIbHOCTb

EanHaA

MEeTOAUKAa

TEXH@ infotecs
!becr

MakKCuMManbHO UAEHTUYHbIe
HaCTpOﬁKI/I BCeEX WUCMbITYEMbIX

EouMHbIN Npodunb Tpaduka

EAVHbIA UHCTPYMEHT
Harpy3o4HoOro TecTUMpOBaHUA

33
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YyTo BAMAeT TeXHepecT

Ha NMpoun3BoANTEJIbHOCTDb

o Elephant flows

A 4

o PacnpepeneHue Harpysku mexay CPU

o Connection per second

o Konu4ecTBO NOAMTUK WU/UNK NpaBun

v
@)

Memory Kon-BO OAHOBpEMEHHO 06C/yXUBaEMbIX

ceccumn

CKOpOCTb W/Un o Tun Tpaduka (HTTP wam EMIX)

nponycKHas o Bksw4eHHble dyHKUMM (pacwunppoBka
CrMocobHOCTb SSL, IPS, DPI, AHTMBMPYC U T.A4.)

o [oCTynHOCTb CBO6OAHbIX pecypcoB:
CPU, RAM

v

35




MopnuceiBanTeChb
Ha HaWK couceTH,
TaM MHOrO WHTEepecHOro

TEXH@ ) intotecs
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